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Executive Summary 
DoD is faced with the ubiquitous dilemma of providing user access to multiple networks with different 

compartments / classifications without compromising security and also address Size, Weight, and Power 

(SWaP) needs. This paper outlines an approach that uses hardware isolation and Zero-Client technology 

to address these needs. 

Background 

PanoLogic’s Zero-Client 

The Pano Logic zero-client is based on Field Programmable Gate Array (FPGA) technology. It has no 

supplementary CPU, firmware, or computational 

RAM. The entire user session runs on the server. 

When in use, the Pano Logic uses less than 5 

Watts of power while only 2 Watts when idle.  It 

currently has dual monitor capability with video 

resolutions up to 1920x1200.  Network 

connectivity is via 10BaseT/100BaseT Ethernet. 

The unit also provides local USB and audio 

capability. Each Pano Logic zero-client connects 

to its own Windows XP (or Vista) instance in a 

virtual machine on a VMware server. This Windows-centric arrangement requires an Windows XP (or 

Vista) license for each user and VMware ESX license(s) for the server(s). 

Conventional Approaches 

 KVM (Keyboard/Video/Mouse) Approach: Using a mechanical KVM to connect multiple PCs on 

separate networks.  This approach offers both positive and negative attributes: 

Positive Attributes Negative Attributes 

Hardware Isolation High cost due to expense of acquiring, 

maintaining, and powering separate PCs for 
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each classification / compartment 

Proven technology High power consumption due to multiple PCs 

 High TCO due to multiple PC support 

 

 VPC (Virtualized PC) Approach: Using a single PC to run multiple virtual machines in which each 

virtual machine is connected to different security classification network.  This approach also 

offers both positive and negative attributes: 

Positive Attributes Negative Attributes 

Lower power consumption due to 

reduced number of PCs 

Software isolation causes security personnel 

anxiety 

 Higher cost due to the need for VMware 

licensing for each PC 

 

Zero Client Approach 
The zero client approach involves a single desktop unit with hardware isolation provided by a mechanical 

RJ-45 switch.  The switch ports are connected to different security classification networks.  Each network 

has its own Pano/VMware server servicing users in a particular compartment / classification.  Key 

hardware components include a RJ-45 switch, an Intel-based server, and a Pano zero client. 

 

RJ-45 Switch                             Intel-based Server                                        Pano Zero Client 

At ǘƘŜ ǳǎŜǊΩǎ ŘŜǎƪǘƻǇΣ ǘƘŜ tŀƴƻ ǳƴƛǘ would be connected to the I/O port on the RJ-45 switch.  Each 

classified network domain would have its own Microsoft Active Directory and an Intel-based server 

running VMware.  The server would house the users Virtual Machine instance of Windows XP (or Vista) 

for that domain.  9ŀŎƘ ǎŜǊǾŜǊΩǎ ƴŜǘǿƻǊƪ would be connected to the A, B, C, or D port on the RJ-45 switch. 
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Questions and Answers 
Q1. How is multimedia handled especially sound and video including webcams? 

A1. The multi-media is decoded on the server in the VM and sent over the network as compressed 

bitmaps. This is very similar to the way RDP does it.  

Q2. Does it support VoIP?   

A2. Currently the hardware supports audio in & out, however the software only supports audio out.  A 

future release (due this summer) will add audio in support to enable VoIP (e.g., Skype) capability.  NOTE:  

High quality/echo free VoIP hinges on latency's being low enough to prevent the echo cancellation filter 

on the software phone from working. 

vоΦ ²ƘŜǊŜ ƛǎ ǘƘŜ tŀƴƻΩǎ ŦǊŀƳŜ buffer?  

A3. The frame buffer resides in DRAM memory attached to the FPGA.  

Q4. Is there any remote provisioning?  If so, how is that managed?   

A4. Pano management is done via the Pano Management Server which is accessible through a web 

browser on each classified network. 

Q5. How is the DoD Common Access Card (CAC) supported?  How may I use multifactor authentication? 

A5.  CAC readers can be attached to the USB port of the Pano.  Multifactor authentication can be 

achieved by using the standard window authentication in conjunction with the CAC authentication. 

 Q6. How are multiple network connections done with a single Ethernet jack?   

A6. An inexpensive Mechanical Switch can be used.  

Q7. Is this using TCP/IP?   

A7. Communication is done via standard Ethernet using the UDP/IP protocol.      

Q8. How is networking done?  

A8.  Networking is done using the standard protocols. 
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Q9.  Is multi-domain support a SLAT (Single Level At a Time) solution?   

A9. Yes 

Q10. If so how are domain switches initiated?   

A10. Domains would be traversed using the RJ-45 switch. The switch is used to initiate a connection to 

the Pano (VMware) Server on each domain.   

Q11. Is there support for a native Linux desktop 

A11. A Redhat Linux desktop is planned for later this year (2008). 

Q12. Is there support for Dual Monitors? 

A12. Initial support for dual monitors is planned for April with enhanced support in July. 

Q13. Is there support for Fiber at the desktop? 

A13. Yes, the current Pano hardware would require an external Fiber Transceiver. 


